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ViPNet EndPoint Protection TeXHegacT
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PaboTtaem «no npasunam» - BPIl
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CTOpPOHE

O 3NM0YMbILNEHHUK

o TpoAH M wWKpoBaNbMUK -
prwiper




TeX H infotecs

YTo U3 cebs Hogacr
npeanctasndaet CryWiper?

ﬁfﬁ TposH-wubpoBanbwmnk CryWiper -
EE «KJIMEHT -CepBepHOe MpUNOXEeHUE»

f@ig ObHapyxeH - JlabopaTopuen Kacnepckoro
O «lnppyeT» paHHble HaBCerga, Ho TpebyeT BbiKynN

251 YHMYTOXaeT AaHHble Mpu noMowm cay4anHowu
nocnenoBaTesIbHOCTU AAHHBIX

2@%} 3anpewaeTt goctyn no RDP, 4yTobbl 6LICTPO HE pewnTb
npobnemy y yAanéHHbIX COTPYAHUKOB
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AKTUBHO aTaKoBan CUCTeMbl FoCpraHoBs
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CeKyHAQHT

MeToponoruva Ansd
cneynanmncTtoB Wb
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ApXUTeKkTypa CTeHAa
U ncnonblyemble MHCTPYMEHTh
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BAXHO!

O Mbl HE y4YuM aTaKoOBaTb, Mol
NokKa3blBaeM aTakKy W Yy4YuM, KakK OT
Hee 3awuwaTtbcAa!

o Bce MaTepuanbl MO aTakKaM B3ATbl U3
OTKPbITbIX UCTOYHMNKOB

o He cTOMT MOBTOpATb aTaku AOMa WM
Ha paboTe!

o A BOT cpencTBa 3aWuUTh
ncnonb3oBaTb Hago!

o © © © - Bcem nobpa!



KpaTKo 0 «CcTeHpe»

Y aTakywuero:

o Kali linux
o JNDI-Exploit

TEXH@ iatec
20249¢ eCT

o Apache Server

o Crywiper (cepBep) L

Y nonb3oBaTend:
Paboyaa cTaHuuA

o 06bi4HaA OC Windows aTaKywlero
c¢ Kali Linux

O He 3akpblTaAa ya3BuMMOCTb log4j B java-
npunoxeHnn (MoxeT ObiITb Nbas Apyrasn
YA3BUMOCTb W MpPUNOXEHME...)

Paboyasa cTaHuma
COTpYAHMKA
¢ Java-npunoxeHuem
N He3aKpblTon
yAasBumocTbl logd]j
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3aaa4u
aTakywuero

o [lpoBecTu pa3sBenky

o BblbpaTb CpeacTBO aTakwu

o BblbpaTb CpeacTBO AOCTABKMU
o JlocTaBUTb CpencTBO aTakwu
o0 3aKkpenuTbCA B cuUcCTeme

O BbIMONHUTbL aTaky
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A Tenepb «A3blkom» MITRE

LWar 2. MonyyeHune
AocTtyna (aKkcnayaraums
CVE-2021-44228)

LWar 3. 3arpy3ka

LLlar 1. Pa3BeakKa TposHa CryWiper

T1046 Network
Service Discovery
(nmap)

T1105 Ingress Tool

T1105 Ingress Tool
Transfer Transfer
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LLlar 4.3aKpenneHune B cucTeme,
BbIMO/IHEHME aTaKU

TAO0002 Execution
T1053: Scheduled Task/Job
TA0011 Command and Control
T1489 Service Stop
T1485 Data Destruction

13



TeX H infotecs

B Haweu cxeme noaAsBnfaeTcCH vpect
ViPNet EndPoint Protection

Q

Ll
Pabo4aa cTaHuuA aTakywwero Pabo4aa cTaHuuA CcOTpyAHMKA
¢ Kali Linux C Java-npunoxeHuem wu

He3aKpbITON yA3BUMOCTb log4dj.
C ycTaHoBneHHbM ViPNet
EndPoint Protection
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LWar 2. MNony4yeHne LUar 4. 3akpenieHune
Lar 1. Pa3seaka AocTyna (akcnayaraumn TposHa CryWiper
CVE-2021-442238)

LLar 3. 3arpysKka
B cUCTEME

TAO0002 Execution
L OL el T1105 Ingress Tool T1105 Ingress Tool T1053: Scheduled
Service Discovery

Transfer Transfer Task/Job
(nmap)
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Xakep

3awmTa EPP: Moayhs
PFW,EnOKijBKa
BO3MOMHOCTU
CKaHMpPOBaHMA MOPTOB
YTUANTOM nmap

p \

CobbiTnsa B EPP:

HIDS: EXPLOIT CobbiTne B EPP:
CobbiTne B EPP: . CobbiTne EPP:
. Apache Log4j2, Co3gaHue
CKaHMpoBaHue YcTaHoBNeHa 334a4a
3anyck Cmd/ps u3 MCMOAHAEMOro
ABMUHUCTPaTOP Java daina B Temp A/1aHUpPOBLLMKa
EPP

I
I
I
I nopros
I
I
|

— — — — — — — — — — —
3awmwmTa EPP:
3awmTa EPP: H
Mogaynb PFW, 610kupoBKa 80 nopta ¢punbTpom
Moaynb HIPS:3anpet BbinonHeHna curl-komaHapl, " " . -
. OnacHble NopTbl"; GUALTP He AAET NPOHUKLEMY
3anpeT KomaHAbl 3anycka cmd\ps u3 java, 3anpet N
o o 3nospeay CryWiper coeAnHUTLCA CO CBOMM CEPBEPOM
CO34,aHUA UCNONHAEMbIX $alioB BO BPeMEHHOW nanke

Mogaynb AppC: 3anpet 3anycka cmd/powershell
CTOPOHHUM NPUOKEHUEM
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LLar 5. BoinonHeHMe aTakn

TA0011 Command and
Control
T1489 Service Stop
T1485 Data
Destruction

HapyweHwne paboTbl
cucTembl
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KaabikoB WMBaH
PykoBoguTenb npoaoyKTOBOro HanpaB/iieHuA

MoanucbiBanTeCcb Ha HawuW couceTwu




